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Smart Lock Infrastructure

Smart Lock
Application

The Motivation
* Columbia’s CS department has approximately
20-30 door locks
* The Schlage door locks on campus are old,
expensive, must be manually and individually
programmed
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The Result Added Features

An integrated locking Real Time Monitoring
system that allows CS Bluetooth and Wil

. Online Programming
department administrators .

. Commonly Available Platforms
to remotely monitor,

| Open Source Software/Hardware
control, and configure the

_ Custom Sensors
door locks in CEPSR Reuse Schlage Hardware
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Front connector view

'f’ Raspberry Pi < Uses original Schlage hardware

* Mounted in a separate enclosure on <  Swipe card reader, Status Indication
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< Maintains a secure encrypted X 'op In repiacement Tor Schiage ias .er _n| - Magnetic lock/unlock sensor
connection to the server % Teensy runs our own “Smart Lock Application” J

- Online Mode (app delegated to the server) - Door close/open contact sensor

- Offline Mode (emulates Schlage lock)

Reverse Engineering Lock Schematic

Schlage Protocol
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Software Design
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Custom Sensors
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- lock

- unlock eeprom
- status check

- edit IDs and Pins
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